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1. Our Commitment

At [The Organisation], we value openness, information sharing, and transparency.
However, we understand the importance of handling sensitive information with care and
confidentiality. We are dedicated to ensuring that all information is obtained and stored
in compliance with legal responsibilities and best practices.

2. Purpose

[The Organisation] has developed this Information Sharing and Confidentiality Policy and
procedures guidance to inform staff, volunteers, Trustees and Associates of their
responsibilities, relevant procedures for maintaining confidentiality, and circumstances
when [The Organisation] has a duty under the law to disclose information.

3. Scope

This policy and procedure apply to information sharing by all staff, volunteers, trustees,
and associates of [The Organisation)].

[The Organisation]’s privacy policy and customer charter are on its website. They explain
to customers how information is shared and how confidentiality is maintained.

4. Policy Awareness and Communication

[The Organisation] will ensure that all staff and trustees have a good working knowledge
of this policy and associated procedures. They will be invited and encouraged to ask for
clarity and guidance on all aspects of this policy and related procedures.

[The Organisation] will endeavour to communicate and embed this policy through the
following mechanisms:

e Staff and Trustee Induction Processes

e Ensuring that all staff can easily access the Current Policies Folder and the
Employee Handbook via SharePoint

e Provision of policies to trustees at induction stage or following review of policies.

¢ Amendments to policy should be cascaded to all staff within one month of
implementation by email from a member of the Management Team

5. The information we hold
The information held by [The Organisation] mainly pertains to [XXX]. This information is

maintained to help [The Organisation]’s staff understand the history and activities of
organisations, enabling them to deliver the most suitable services. Where we deliver
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services by contract to another organisation, information will be held as per the terms of
that contract.

We hold information about individuals, whether in electronic or paper form, in
accordance with the General Data Protection Regulation (GDPR) UK regulations and
principles.

e Collected for specified, explicit and legitimate purposes and not processed
beyond those.

e Adequate, relevant, and not excessive.

e Accurate and up-to-date.

e Not kept longer than necessary.

e Kept secure and protected.

For more information on our adherence to GDPR, see the Data Protection and Security
Policy.

6. The Process

6.1. Confidentiality

[The Organisation] recognises that its staff, volunteers, associates and Board members
gain information about individuals and organisations during the course of their work or
activities.

Unless information is obtained from the public domain or permission to share information
publicly is obtained from customers, all information is treated as confidential within [The
Organisation] and managed according to relevant legislation and policies.

6.2. Internal Information Sharing

Staff can share information with other [The Organisation] staff to discuss issues and seek
advice. Staff must make it clear to external contacts that their information may be
shared with other members of [The Organisation] staff if necessary to offer the most
appropriate support. This is explained in [The Organisation]’s Privacy Notice, if a
customer makes an enquiry online, and should also be explained verbally over the
phone. If needed, staff should seek additional details or clarification from their line
manager.

Staff must not exchange personal information or comments about individuals they have
a professional relationship with. This is especially important if personal information is
sensitive and/or relates to a person’s protected characteristic(s). Staff will obtain the
relevant person’s consent before discussing this with staff, even if such a discussion
concerns those providing appropriate support.
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6.3. Information Sharing Protocols

[The Organisation]’s partnership agreements include information sharing protocols and
specific consent for sharing is obtained on a case-by-case basis.

Staff should not share sensitive, personal, financial, or private information with other
colleagues about stakeholders unless it is necessary to provide appropriate support. If an
individual or organisation discloses such information to a [The Organisation] colleague,
the colleague should remind them that the information may be shared within [The
Organisation] and request verbal consent to share it with other staff if appropriate.

Where staff have, through their work at [The Organisation], gained any non-public
information about an organisation or individual, this must not be discussed in any setting
outside [The Organisation].

6.4. External information sharing

[The Organisation] partners with other organisations and suppliers to provide services to
the VCSE sector. In some cases, service provision is improved through appropriate
information sharing. [The Organisation]’s partnership agreements include general
information-sharing protocols and specific consent for sharing is obtained on a case-by-
case basis.

6.5. Duty to disclose information

In certain circumstances, [The Organisation] has a legal duty to override our duty of
confidentiality to protect the best interests of individuals or the public.

This means we may override our duty if:

e We receive information that suggests someone is at risk of harm.

e We receive information to suggest that someone is posing a risk of harm to
someone else.

e Anillegal act has been or will be perpetrated, including money laundering and
terrorism.

Where [The Organisation] has a legal duty to disclose information, the person to whom
confidentiality is owed will be informed that disclosure has been, or will be, made unless
it is felt that informing them would create further risk.

In these cases, the Chief Executive Officer should be notified, and where it involves the
possible harm of children or adults at risk of abuse, the Safeguarding Policy and
Procedures should be followed.

6.6. Access to information

All information within [The Organisation] is considered confidential. It is important to
recognise that certain information, such as disputes, personal data, financial, or legal
matters, is especially sensitive. When handling this type of information, staff should take
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extra care to limit access and keep it secure within the organisation, ensuring secure
storage of that information.

Occasionally it may be appropriate to share information under specific circumstances
where required by law; one example of this may be if a Subject Access Request (SAR) is
made. More information about SARs and how to deal with them, and data access
generally, can be found in the Data Protection and Security Policy.

7. Breach of Confidentiality

Employees who are dissatisfied with the conduct or actions of other staff or [The
Organisation] should raise this with their line manager, using the grievance procedure if
necessary. As with customer information discussed above, such issues should remain
confidential within the organisation.

Staff accessing unauthorised files or breaching confidentiality may face disciplinary
action.

Ex-employees breaching confidentiality may face legal action.

8. Making a protected disclosure

[The Organisation] is committed to operating our organisation with honesty and integrity
and to high ethical and legal standards. Our Making a Protected Disclosure Policy
outlines the process of making a protected disclosure. We take all malpractice seriously
and encourage employees and others to voice any serious concerns they may have
about any aspect of [The Organisation]’s work, including concerns related to
confidentiality and information sharing.



